HOW TO MASTER SECRET WORK
1. 1 NTRODUCTI ON

This is a panphlet about the role of secrecy in solving the tasks
of the Revolution. Secrecy gives us protection by starving the
eneny of information about us. Secrecy hel ps us build a strong
revol uti onary novenent to overthrow the eneny.

There is nothing sinister about using secret nethods to help win
freedom Through the ages the ruling classes have nade it as
difficult as possible for the oppressed people to gain freedom
The oppressors use the nost cruel and sinister methods to stay

i n power. They use unjust |aws to ban, banish, inprison and
execute their opponents. They use secret police, soldiers, spies
and i nforners agai nst the people's nmovenents. But the people know
how to fight back and how to use secret nethods of work

The early history of struggle in our country is full of good
exanpl es. Makanda, Cetshwayo, Sekhukhune and Banbat ha made use
of secret nmethods to organi se resi stance. Banbatha, for exanple,
prepared his rebellion against colonialismin great secrecy from
t he Nkandl a forest.

Secrecy has Hel ped us Qutwit the Eneny:

The enemy tries to give the inpression that it is inpossible to
carry out illegal work. The rulers boast about all our people
they have killed or captured. They point to the freedom fighters
| ocked up in the prisons. But a lot of that talk is sheer bluff.
Of course it is inpossible to wage a struggle w thout |osses. The
very fact, however, that the South African Communi st Party and
African National Congress have survived years of illegality is
proof that the regi ne cannot stop our noble work. It is because
we have been mastering secret work that we have been able, nore
and nore, to outwit the eneny.

Di sci pline, Vigilance and Sel f-Control

Secret nethods are based on conmon sense and experience. But they
nmust be mastered |ike an art. Discipline, vigilance and self-
control are required. A resistance organiser in Nazi-occupied
France who was never captured said this was because he " never
used the tel ephone and never went to public places |ike bars,
restaurants and post offices'. He was living a totally
underground |ife. But even those nmenbers of a secret novenent who
have a | egal existence nust display the qualities we have
referred to.

Study and Apply the Rul es of Secrecy:

Most peopl e know from filmnms and books that secret work involves
the use of codes, passwords, safe houses and hiding places.
Activists nmust study the rules of secrecy and apply them
seriously. This enables us to build up secret organisations
linked to the people. This secret network beconmes a vital force
in helping to lead the people in the struggle for power. In our
series we will discuss such topics as:



1. How to set up a secret network

2. The rul es of secrecy;

3. How to overcone surveillance (i.e. observation);

4. Secret fornms of communication;

5. Techni cal Methods such as secret witing, hiding places
etc.;

6. How to behave under interrogation (i.e. when being

questi oned by the eneny).
These are anong the main el ements of secret work

To organise in secret is not easy, but renmenber: The npst
difficult work is the nost nobl e!

2. SETTI NG UP A SECRET NETWORK

We have said that secret work hel ps us overcone the problens
created by the enenmy. This helps in the vital task of building
an under ground organi sati on or secret network. The network nust

|l ead the people in the struggle for power. It does not conpete
with the progressive | egal organi sations but reinforces them Let
us | ook at sone of the main neasures involved:

1. Only serious and reliable people can be included in the
secret network. The | eaders must study the potentia
recruits very carefully. They are | ooking for people who are
politically clean, determ ned, disciplined, honest and
sober. People who can keep a secret. People who are brave
and capabl e of defying the eneny even if captured.

2. Recruits are organised into a unit or cell of three or four
peopl e. The nunber is limted in case of failure or arrest.
The cell leader is the npst experienced person. The cel

menbers nmust not know the other nmenbers of the network

3. Only the cell |eader knows and is in contact with a nore
seni or menber of the network. This senior contact gives
instructions fromthe | eadership and receives reports.

4, A small committee of the nobst experienced people |eads the
network. This is a | eadership cell of two or three persons.
This cell mght be in charge of a factory, |ocation
township or city. Acity network takes the formof a
pyram d. The city underground comrittee is at the top. Loca
cells are at the base. Mddle command cells are in between

Start with one cell. Gain experience before building nore.
(di agram 1)
5. A rule of secret work is that nmenmbers nust know only that

which is necessary to fulfil their tasks. Everyone, fromtop
to bottom must have good cover stories to protect them
This is a legend or story which hides or canoufl ages the
real work being done. For exanple: a secret neeting in a
park is made to | ook |Iike a chance neeting between friends.
If they are ever questioned they give the | egend that they



simply bunped into each other and had a di scussi on about
football.

6. All nmenbers of the network are given code nanes. These
conceal their real identities. They nmust have good
i dentification docunents. Especially those living an illega
life. Alot of tine and effort nmust be given to creating
good | egends to protect our people. There is nothing that
arouses suspicion as much as a stranger who has no good
reason for being around.

7. All illegal documents, literature, reports and weapons (when
not in use) must be carefully hidden. Special hiding places
must be built. Codes nust be used in reports to concea
sensitive names and i nformation.

8. The | eaders must see that all nenbers are trained in the
rul es and nmethods of secret work . It is only through this
training that they will develop the skills to outwit the
eneny.

9. Techni cal met hods such as the use of invisible witing,

codes and di sgui se must be mastered. Counter-surveillance
met hods whi ch hel p check whether one is being watched by the
eneny nmust be known. Secret forms of communicating between
our people nust be studied and used. This is all part of the
trai ning. These nethods will be dealt with [ater.

10. Specialisation: Once the network has been devel oped sone
cells should specialise in different tasks such as
propaganda, sabotage, conbat work, mass work, factory
organi sati on etc.

In the nmeantinme you can start putting into practice sonme of the
points already dealt with. Begin to work out |egends in your
wor k. What innocent reason can you give if a friend or a
policeman finds this journal in your possession?

3. SOME RULES OF SECRECY.

Carel essness leads to arrests. Loose talk and strange behavi our
attracts the attention of police and izinpinpi. Secret work needs
vi gil ance and care. Rules of secrecy help to mask our actions and
overconme difficulties created by the enemy. But first let us
study the follow ng situation:

What Not To Do

X, a trade unionist, also |eads a secret cell. He phones Y and

Z, his cell nenbers, and arranges to neet outside a cinema. X

| eaves his office and rushes to the nmeeting 30 mnutes late. Y
and Z have been anxiously checking the tinme and pacing up and
down. The three decide to go to a nearby tea-room where they have
often met before. They talk over tea in | ow tones. People from
the cinema start coming in. One is a relative of X who greets
him Y and Z are nervous and abruptly |eave. Wen X is asked who
they were he hesitates and, wanting to inpress his relatives,
replies: “They're good guys who like to hear from me what's going
on'. This opens the way for a |ong discussion on politics.X has
made many errors which would soon put the police on the trail of
all three. These seem obvious but in practice nmany peopl e behave



j ust

like X. They do not prepare properly; rush about attracting

attention; fail to keep time; do not cover the activity with a

| egend (cover story); talk |loosely etc. O hers pick up the bad
style of work. X should set a good exanple for Y and Z. To avoid
such mi stakes rules of secrecy nust be studied and practised.
They mi ght seem obvi ous but shoul d never be taken for granted.

Thi ngs to Remenber

1

10.

11.

12.
13.

14.

15.

Al ways have a believable' |egend to cover your work! (X
could have said Y and Z were workers he vaguely knew whom
he had nmet by chance and had been encouraging to join the
uni on) .

Under gr ound nenbership nust be secret! (X had no need to
refer to Y and Z as “good guys').

Behave naturally and do not draw attention to yourself! "Be
like the people'. Merge with them (X, Y and Z behaved

suspi ciously.)

No | oose tal k! Guard secrets with your life! Followthe
saying: “Don't trust anyone and talk as little as possible'.
(X fails here).

Be vigilant against infornmers! They try to get close to you
using mlitant talk to "test' and trap you. (Can X be so
sure of his relative?)

Be disciplined, efficient, punctual (X was none of these).
Only wait ten mnutes at a neeting place. The late conmer may
have been arrested.

Make all preparations beforehand! Avoid a regular pattern

of behavi our which makes it easy for the eneny to check on
you. (X made poor arrangenments for the neeting; rushed there
froma sensitive place and coul d have been foll owed; used
the tea-roomtoo often).

Do not try to discover what does not concern you! Know only
what you have to know for carrying out your tasks.

Be careful what you say on the phone (which nmay be
“bugged'), or in a public place (where you can be
overheard)! Conceal sensitive information such as names etc.
by using sinple codes!

Renmove all traces of illegal work that can lead to you! W pe
fingerprints off objects. Know that typewiters can be
traced; goods bought from shops can be checked.

H de materials such as leaflets, weapons etc! But not where
you live. Menorise sensitive nanes, addresses etc. Don't
wite them down!

Carry reliable docunments of identification

Know your town, its streets, parks, shops etc. |like the palm
of your hand! This will help you find secret places and
enabl e you to check whether you are being followed.

If you are arrested you nust deny all secret work and never
reveal the nanes of your conrades even to the point of

deat h!

Finally, if any menber of your underground cell is arrested,
you nust inmmediately act on the assunption that they will

be forced to give information. This neans taking
precautions, such as going into hiding if necessary. Wen
the rules of secrecy are practised revol utionaries nmake good
progress. Practice nmakes perfect and with discipline and
vigilance we will outwit the enemy and we will w n!



4. SURVEI LLANCE

1. What is Surveillance?

In their efforts to uncover secret revolutionary activity the
police put a close watch on suspected persons and places. This
organi sed form of observation is called surveillance. There are
two general types of surveillance: nobile and stationary. Mobile
is sometimes refer red to as "tailing' or ~shadow ng' and

i nvol ves follow ng the suspect (subject) around. Stationary is
observing the subject, his or her home and workpl ace, froma
fixed position. This can be from a parked car, neighbouring

buil ding or shop and is referred to as a “~stake-out' in detective
films. Surveillance conbines both “tailing' and "stake-outs'.

2. Counter-Surveillance

Menbers of a secret network nust use nmethods of counter-
surveillance to protect thenselves and their underground

organi sati on. You can establish whether you are bei ng watched or
foll owed. These met hods can be effectively used and help you to
give the police the inpression that you are not involved in
secret work. Before considering these nethods of protection
however, we need to be nore aware of the eneny's surveillance
met hods. For it is not possible to deal with surveillance unless
we know how it operates.

3. Aimof Surveillance

The primary aimof surveillance is to gather information about
the subject and to check out whether he or she is involved in
secret work. The police seek to establish the |links between the
subj ect and those he or she m ght be working with. The eneny
wants to identify you and |l ocate the residences and secret places
you use. They try to collect evidence to prove that illegal work
has been conmmitted. An inportant use of surveillance is to check
on information received frominforners.

4. Decision for Surveillance
A decision to place a subject under surveillance is taken at a

hi gh level. The decision will include the intensity and duration
for exanple whether for 8, 16 or 24 hours per day over a period
of one, two, three or nore weeks. The decision will involve

pl aci ng the subject's house and wor kpl ace under observation and
having his or her phone tapped either tenporarily or permanently.
The nunber of persons involved in the operation will be decided
upon and they will be given the known facts about the subject
including a description or photograph. Wether the surveillance
ends with the arrest of the subject will depend on what is |earnt
during the investigation.

5. The Surveill ance Team

Specially trained plainclothes men and wonen are used to carry
out surveillance. Their identities are kept strictly secret. They
are not the normally known or public special branch policenen.
They are aged between 25 and 50 years and have to be physically
fit for work. In appearance and dress they are average types.
They try to blend in with their surroundings and avoid draw ng
attention to thenselves. For exanple, smartly dressed whites wl |



not be used to follow a black person in a poor, run-down area.

A team may consist of 2-4 people with a car in support. Usually
one teamis used at a tinme but nmore will be deployed if required.
The subject will be followed by foot, car or public transport if
necessary. The surveillants comrunicate with each other by

di screet hand signals and small radio transmtters. They nake

m nor changes in their clothing and appearance to hel p prevent
recognition. For the sane reason they try to avoid abrupt and
unnat ural movements when foll ow ng the subject.

In a crowded city street they will “stick' close to the subject
(within 20 netres) for fear of losing himor her. In a quiet
residential area they will “hang' back (over 50 nmetres) for fear
of exposing thensel ves. They have set plans and procedures for
“tailing' the subject which involves the constant interchanging
of positions. It is inmportant to know these various techniques

of foot and vehicle surveillance.

5. SURVEI LLANCE TECHNI QUES

We have defined surveillance as an organi sed form of observation
in which the police put a close watch on suspected persons or

pl aces. Various types of surveillance and techniques of “tailing
the suspect (subject) are used. A subject's home or place of work
m ght be under observation froma stationary or “fixed position
such as a nei ghbouring residence or vehicle. Al com ngs and

goi ngs are recorded. When the subject |eaves his or her home they
may be foll owed by foot or car or conbination of both. Al the

pl aces they visit and people they neet are noted, photographed
and followed too if necessary.

Foot Surveill ance

At | east two people will be used to follow the subject whom we
will call °S'. They will conmunicate through hand-signals and
“wal ki e-talkie' radios so as to gui de and assi st each other. They
will keep as close to S as 15 netres in crowded areas and hang
wel | back, up to 100 netres, in quiet streets. They will try to
be as inconspicuous as possible so as not to arouse S's

suspi cions. They will have a car to assist them which keeps out

of sight in the adjacent streets.

Two- Man or ~AB' Surveillance

The person following directly behind Sis A The second person
is B, who follows on behind A, as if in a chain. A and B
alternate positions, “|leap-frogging over each other (Figure 1).
When S turns right at a corner A drops back out of sight and B
takes the | ead position. An alternative technique is for Ato
cross the road and then turn right. In this case A is not now
following directly behind B as in a chain, but is parallel to B
on the opposite side of the road to both B and S and slightly to
their rear (Figure 2). A and B will avoid direct contact with S.
If S now crosses the street to the left Awll either fall back,
enter a shop or walk swiftly ahead, while B will follow S from
his side of the street (Figure 3).



Three Man or “ABC Surveillance

Inclusion of the extra man nakes tailing S easier. A follows S,
B follows A and C operates across the street fromS to the rear.
When S turns a corner, A may continue in the original direction
crossing the street instead of inmediately turning. A thus takes
the C position, whilst either B or C can take A" s origina
position (Figure 4).

A variety of techniques can obviously be used. But the idea is
generally the sane. Those followi ng must keep the subject under
constant observation w thout arousing suspicion. The nore persons
used, the greater the scope and flexibility of the operation

Remenber: By knowi ng the nmethods of the enenmy we can deal with
hi m and defeat him

(Di agram 2)

We have dealt above with follow ng people on foot. W now turn
to "tailing' by vehicle.

Vehi cl e Surveillance

A variety of vehicles may be used in surveillance car, van, truck
or notorbike. These nust be dependabl e and powerful but not
flashy so as to avoid attracting attention. A surveillance
vehicle will carry no visible police identification but of
necessity will be equipped with a two-way radio (so | ook out for
t he antennal!)

In heavy traffic the tailing vehicle will stick close behind the
suspect's vehicle, hereafter referred to as the subject or °§&

In light traffic it will hang well back, but it will always try
to keep two or three cars behind S (Figure 1), especially in One-
Vehi cl e Surveillance. The tailing-vehicle will remain in the same
| ane as S to avoid maki ng sudden turns fromthe wong | ane. There
are normally two persons in a tailing vehicle. The passenger is
al ways ready to alight and carry out foot surveillance if S parks
his or her car or gets out of it. As in foot surveill ance,

i nconspi cuous actions are required so as not to arouse the

suspi cions of S. When nore tailing vehicles are used, the scope
and flexibility of the operation is increased. But normally two
tailing vehicles are utilised. The nunber depends on the degree
of urgency of the operation.

(Di agram 3)
Two and Three Vehicle Surveill ance
When two tailing vehicles are used, the lead tail Awll remin
two or three cars behind S and Bwill remain behind A, as in a
chain. They will always keep switching places (Figure 2). Wen

using a parallel tailing technique, A renmains behind S and B
keeps pace in a parallel street. A and B keep switching positions
(Figure 3). Wth three tailing vehicles the possibilities are
increased. A and B follow Sin a chain and a third vehicle C
travels in a parallel street. C may even speed ahead of S,
awaiting it at an intersection before falling in behind and
taking A's position. This allows Ato turn off and followin a



paral l el street (Figure 4).

Refl ectors and Bl eepers

Those carrying out surveillance may try to place a strip of
reflectorised tape on the rear of the subject's vehicle or break
atail-light to make it easier to spot it at night. O they may
pl ace an electronic tailing device on S's car, called a Bunper

Bl eeper. This is a small metal box which can be fixed to the
vehicle with nmagnets in seconds. A radio signal is transmtted
which the tailing vehicle picks up on a receiver. S s car can be
tracked even when out of view! Such gadgets do not, however, make
it inpossible to avoid being tailed. It only means that you mnust
be alert and check for such devices. Knowing it is there can help
you to really mslead the eneny!

Progressive Surveill ance

This technique is used when extreme caution is needed because the
subject is likely to use all nethods to uncover possible
surveillance. Sis only followed for a limted distance each day
by foot or car. Observation is picked up again at the tinme and

pl ace where it was previously discontinued. This continues day
after day until surveillance is conpleted or discontinued.
Remenber! Know the eneny's nmethods to deal with himand defeat
hi m

6. COUNTER- SURVEI LLANCE

We have been exam ning the enemy's surveillance nmethods, that is,
the fornms of observation used to watch suspects and uncover
secret revolutionary activity. W now turn to counter-
surveillance, which is the methods we use to deal with eneny
observati on.

Qualities Needed

For successful counter-surveillance you need to be aware of your
surroundi ngs and be alert to what is going on round you. That
means having a thorough know edge of the town or area in which
you live and work and knowi ng the habits of the people. You need
basi c common sense, al ertness and patience together with cool and
nat ural behaviour and a know edge of certain tactics or ruses
(which will be discussed later). It is inportant not to draw
attention to oneself by strange behavi our such as constantly

| ooki ng over one's shoul der. And one nust guard agai nst paranoi a,
that is, imagining that everyone you see is following you. It is
necessary to devel op powers of observation and nenory (which cone
with practice) so that you notice what is usual and renenber what
you have seen. It is when you notice the same person or unusua
behaviour a third or fourth tine that you are able to concl ude
that it adds up to surveillance and not coinci dence.

Are You Being Wat ched?

Study the normal situation where you |live, work and socialise so
as to inmedi ately recogni se anything out of the ordinary. Are
strangers loitering about the streets? Are strange cars parked
where the occupants have a conmandi ng vi ew of your home? They may
be a di stance away spying on you through binoculars. Do the
vehi cl es have antennae for two-way radi o conmuni cati on? Do you



noti ce such strangers or vehicles on several occasions and in
other parts of the town? This would serve to confirminterest in
you.

Have strangers noved into nei ghbouring houses or flats? Do you
noti ce unusual conings and goi ngs or suspicious nmovenents at
upstairs wi ndows? Try discreetly to check who such people are.
The enemy might have created an observation post in the house
opposite the road or placed an agent in the room next door to
you!l Be sensitive to any change in attitude to you by nei ghbours,
| andl ady, shopkeeper etc. The eneny m ght have nobilised them for

surveillance. Know such people well, including the |oca
children, and be on good terns with all. Then if strangers
qguestion them about you, they will be nmore inclined to inform
you.

Know t he back routes and conceal ed entrances into your area so
that you may slip in and out unnoticed. Secretly check what is
going on in the vicinity after pretending to retire for the

ni ght. Avoid peering from behind curtains, especially at night
froma lit room This is as suspicious as constantly gl ancing

over one's shoulder and will only alert the eneny to concea

t hemsel ves better.

Record all unusual incidents in a note book so you can anal yse
events and come to a conclusion. Be alert with persons you m x
with at work or socially, and those |ike receptionists,

supervi sors, waiters and attendants who are well-placed to notice
one's novenents.

Tel ephone and Mai

Phone tapping often causes faults. Check with nei ghbours whet her
they are having sinmlar problens or is your phone the exception
I's your post being interfered with? Check dates of posting, stanp
cancel l ati on and delivery and conpare the tinme taken for delivery
with your friends. Exami ne the envel opes to check whet her they
have been opened and glued down in a clunsy way. Some of

t hese checks do not necessarily confirmthat you are being

wat ched but they alert you to the possibility. To confirm whet her
you are in fact under observation requires techni ques of checking
which we will exam ne next.

7. THE CHECK ROUTE

The Check Route is a planned journey, preferably on foot, along
which a person carries out a number of discreet checks in order
to determ ne whether they are under surveillance. These checks
take place at predeterm ned check points which nmust give you the
opportunity of checking for possible surveillance wthout
arousi ng the suspicion of those tailing you.

The check route shoul d cover a distance of 3-4km include such
activities as shopping, nmaking innocent enquiries, catching a
bus, enjoying refreshnments etc, and should | ast about one hour
The route should include quiet and busy areas bearing in mnd
that it is easier that you have a valid reason for your
novements. |If your actions are strange and inexplicable you wll



arouse the suspicions of those follow ng you

Here is an exanple of a typical check route. Shortage of space
obliges us to confine the check points into a smaller area just
a fewcity blocks than would actually be the case. Check points
are numbered 1 to 12.

(Di agram 4)

1. X wal ks down the street and pauses at a cinema to exam ne
the posters -this gives a good chance to | ook back down the
street and to notice those passing by (w thout | ooking over
hi s shoul der),

2. X crosses the road looking right and | eft and pops into a
| arge store; he positions hinself near the entrance whil st
appearing to exam ne goods on display; he notices anyone
entering after hiny wanders around the store using lift,
stairways etc. in order to spot anyone paying specia
interest in him departs at side exit

3. and crosses street into little-used alleyway or arcade; here
he slightly picks up speed and crosses street, where

4, shop with large plate glass wi ndows gives good reflection
of alley out of which he has energed; X notices whether
anyone is comng out of that alley to catch up with him...

5. X now proceeds down the street into bookshop with comrandi ng
view of the street he has come down; he browses around
noti ci ng anyone entering after him he also observes whether
anyone exam nes the books he has been browsing through (for
a tail would want to check whether X has left a secret
comuni cation behind himfor a contact); X nmakes a smal
purchase and exits...

6. enters park and wal ks al ong wi ndi ng paths whi ch give good
view of rear; X throws away an enpty cigarette pack and
retires to ..

7. an out-door restaurant where he takes his tea; he observes
whet her anyone picks up the cigarette pack which a tai
woul d want to check as in 5; and notices the custoners
arriving after him any tail would want to check whether X
is meeting soneone; as X | eaves he notices whet her any of
the custoners are eager to |eave immediately after him...

8. X crosses the street into a Post Ofice; once inside he is
able to observe whether anyone is crossing the street from
the park after him he buys some stanps and notices anyone
qgueui ng behind him(a tail will be especially interested in
transactions taking place in post offices, banks etc.); X
may al so make a " phone call at a public box and check
whet her anyone attenpts to overhear his conversation

9. on departing X stops a stranger in the street to ask himthe
way; this allows himto check whet her anyone has fol |l owed
hi m out of the Post Office; a tail would al so show interest



in this stranger (who might be X' s contact) and a menber of
the surveillance team nmight follow this stranger’;

10. X continues down the street, turns sharply at the corner and
abruptly stops at a cigarette kiosk; anyone following wll
nost |ikely conme quickly around the corner and coul d becone
startled on finding X right in his path.

11-12. X crosses the street and joins the queue at a bus stop
(11) noticing those joining the queue after him a bit
of acting here gives the inpression that X is unsure
of the bus he wants to catch; he could allow a couple
of buses to go by noticing anyone who is doing the
sanme; as a bus arrives at the stop across the road
(12), X suddenly appears to realise it is his and
dashes across the road to catch it as it pulls away;

X is alert to anyone junping on the bus after him and
will also pay attention to whoever gets on at the next
few st ops.

Such a series of checks nust be carried out imrediately prior to
any sensitive appointnment or secret neeting. |If nothing
suspi ci ous has occurred during the Check Route X proceeds to his
secret appointnent or mission. If, on the other hand, X has
encountered certain persons over and over again on the Check
Route he will assune he is under surveillance and break his
appoi ntnent. Bear in mind that anyone follow ng you, even

prof essional s, may becone indecisive or startled should your
pat hs unexpectedly cross. A Check Route should also be carried
out fromtinme to time to check whether a person is “clean' or
not .

8. CHECK ROUTE W TH ASSI STANCE AND BY VEHI CLE

Check Route is a planned journey, the object of which is to check
whet her you are being followed. The previous exanple was a check
route on foot, by a person acting al one.

Wth assistance from conrades the exercise beconmes nore
effective. The exercise follows simlar |ines as previously
outlined except that a conrade is stationed at each check point
and observes whether anyone is follow ng you as you pass by. It
is essential that your behavi our appears normal and does not | ook
as though “checking' is taking place.

(Di agram 5)

Let us suppose that you are X. Conrades Y and Z position

t hensel ves at check points Y1 and Z1 respectively. These
observation points nmust give a good view of your novenents, but
keep the conrades hidden from eneny agents who m ght be tailing
you. After X passes each check point the conrades nove to new
positions, in this case Y2 and Z2. They may in fact cover four
to five positions each and the whol e operati on shoul d take one
to two hours over an area of three or four kilonmetres. Conrades
must take up each position in good tinme.

Such check points could be:



* Frominside a coffee shop Y gets a good view of X entering
t he bank opposite

* Z1 Zis in a building (roof garden, bal cony or upper floor
wi ndow) watching X's progress down the street and into the
bookshop

* Y2 Y has noved into park and observes X s wanderings from
park bench anong the trees

* Z2 Z has time to occupy parked cars in car park with good

view of all novenent. After the exercise Y and Z neet to
conpare notes. What suspicious individuals have they
observed? Were such people noticed in X' s vicinity on nore
than just one or two occasions? Was their behavi our strange
and were they show ng unusual interest in X2 going into
check what he was up to? Was a vehicle following themin
support and were persons fromthe vehicle taking it in turns
to follow X? Such persons are nore easily noticed and
remenbered in quiet rather than busy areas!

Renenber: In order to carry out secret work you nust know whet her
you are under surveillance or are clean!

9. CHECKI NG BY CAR

There are many ways of countering eneny surveillance when using
a vehicle. Be extra observant when approachi ng your parked car
and when driving off. This is the nost |ikely point at which
tailing may start fromyour honme, work, friends, mneeting place.
Be on the | ookout for strange cars, with at |east two passengers
(usually males). When driving off be on the |ookout for cars
pulling off after you or possibly follow ng you from around the
corner. Bear in mnd that the eneny may have two or three
vehicles in the vicinity, linked by radio. They will try to
follow you in an interchangi ng sequence (the so-called A B,C
technique). Cars A, B and C will constantly exchange positions
so as to confuse you.

Ruses:

After driving off it is a useful procedure to make a U-turn and
drive away in the opposite direction, forcing any surveillance
car into a hurried nove. As you proceed, notice vehicles behind
you your rear-view mrror is your best friend

Al so pay attention to vehicles travelling ahead which may
deliberately allow you to overtake them Cars waiting ahead of
you at junctions, stop street and by the roadside nust be noted
too. You will often find vehicles travelling behind you for quite
a distance, particularly on a main road or link road. Avoid
becom ng nervous and over-reacting. Do not suddenly speed ahead
in the hope of losing them

Remenber that the point of counter-surveillance is to determ ne
whet her you are being followed or not. Rather travel at nornmal
speed and then slightly reduce speed, giving normal traffic the
chance of overtaking you. If the follow ng vehicle also reduces
speed, then begin to accelerate slightly. Is that vehicle copying
you? If so, turn off the main road and see if it follows. A
further turn or two in a quiet suburb or rural area wll



establ i sh whether you have a tail

There are many other ruses to deternmine this:

* Drive conpletely around a traffic circle as though you have
m ssed your turn-off;

* Turn into a dead-end street as if by nistake;

* Turn into the driveway of a house or building and out again
as if in error;

* Abruptly switch traffic [ anes and unexpectedly turn left or

right w thout indicating, but be sure there is no traffic
cop about! * Cross at a traffic light just as it turns red,
etc.

Such ruses will force a tail into unusual actions to keep up with
you but your actions nust appear nornal.

Check Route

The Check Route we previously described for checking surveillance
by foot can obviously be applied to vehicles. Your check route
must be well prepared and should include busy and qui et areas.

Al so include stops at places such as garages and shops where you
can carry out sone counter-surveillance on foot. You can carry
out your routine by yourself or with assistance. In this case
conrades are posted at check points along your route and observe
whet her you are being tailed. It is a good idea to fit your car
with side-view mrrors for better observation, including one for
your passenger. At all costs avoid | ooking over your shoul der (a
hi ghly suspici ous action!)

Eneny Tracki ng Device

You shoul d often check underneath your car in case the eneny has
pl aced a tracking device ('bunper bleeper') there. It is a small,
battery-operated, magnetically attached gadget that enmts a
direction signal to a tailing vehicle. This enables the vehicle
to remai n out of your sight. \Wen you stop for some m nutes,
however, your trackers will be curious about what you are up to.
This will force themto |look for you. So your check routine
shoul d i nvol ve stopping in a quiet or rempte area. Get out of
your car and into a hidden position fromwhere you can observe
any followup nmovenent. If you have assi stance stop your car at
a pre-arranged spot. Your conrades should drive past and check
whet her a tail vehicle has halted just out of sight down the
road.

10. CUTTI NG THE TAI L

The procedure of eluding those who are following you is called
“cutting the tail'. In order to do this effectively you nust
study the location or areas where this can be done in advance.
When you find yourself in a situation where you need to break
surveillance, you deliberately |lead those who are follow ng you
to a favourable spot where “cutting the tail' can be achieved.

1. Change of Cl othing:
You urgently need to visit an underground contact. For severa
days your attenpts have been frustrated because you have come to



realise that you are being closely watched and fol |l owed by the
police and their agents. You |l eave work as usual but carry a
shoppi ng bag with a change of clothes. After casually wandering
around town you enter a cloakroom or such place where you can

qui ckly change cl othing wi thout being seen. It should be a place
where ot her people are constantly entering and | eaving. You | eave
within mnutes, casually dressed in a T-shirt and sports cap

Your shirt, jacket and tie are in your shopping bag. A bus area
makes it easier to slip away unnoticed. A reversible jacket, pair
of glasses and cap kept in a pocket are useful aids for a quick
change on the nove. Wonen in particular can make a swi ft change
of clothing with ease, slipping on a wig and coat or even a man's
hat and jacket over a pair of jeans to confuse the tail

2. Junping on and off a Bus:

You are being tailed but nmust get to a secret neeting at al

costs. You could spend sone tinme loitering around a busy shopping
area giving the inpression that you are in no hurry to get
anywhere. Just as you notice a bus pulling away from a bus stop
you run after it and junp aboard. Keeping a good | ookout for your
pursuers, you could junp off as it slows down at the next stop
and di sappear around a busy corner

3.Crossing a Busy Street:

You need to be quick and alert for this one! You deliberately

| ead those following you down a busy street with heavy traffic.
VWhen you notice a nonentary break in the traffic, you could
suddenly sprint across the road as though your |ife depended on
it. By the tine the tail has managed to find a break in the
traffic and cross after you, you could have di sappeared in any
nunber of directions!

4. Take the Last Taxi in the Rank:

Cccupy your time in a leisurely way near a taxi rank. You could
be wi ndow shopping or drinking tea at a cafe. \When you notice
that there is only one taxi left at the rank, drop everything and
sprint over to it. By the time those followi ng you have sumoned
up their support cars you could have ordered the taxi to stop and
sl i pped away.

5. Entering and Exiting a Building:

A |l arge, busy departnent store with many entrances, stairways,
lifts and floors is ideal for this one. After entering the
buil ding quickly slip out by another exit. Busy hotels,
restaurants, recreation centres, railway stations, arcades,
shoppi ng centres etc. are all useful locations for this trick

6. Ruses when Driving:

It is nore difficult to cut a tail when driving than when on foot
because a nunber of vehicles may be following you in paralle
streets. Fast and aggressive driving is necessary. Sudden changes
of speed and direction, crossing at a traffic light just as it
turns red, and a thorough know edge of | anes, garages and pl aces
where a car may be quickly conceal ed are possi ble ways in which
you may el ude the tail

7.Get Lost in a Crowd:



It is particularly difficult for the tail to keep up with you in
crowmded areas. Know the locality, be prepared, be quick-footed
and quick-witted! Be ready to take advantage of |arge
concentrations of people. Wrkers | eaving a factory, spectators
at a sports fixture, crowds at a market, cinemn, railway station
or rally offer all the opportunities you need.

Mx this with the above tactics and you will give those trying
to tail you the headache and di sappoi ntnent they so richly
deserve.

11. SECRET COVMUNI CATI ONS

Communi cations is vital to any formof human activity. Wen
peopl e becone involved in secret work they nust naster secret
forms of communication in order to survive detection and succeed
in their aims. Wthout effective secret conmunication no

under ground revol uti onary novenent can function. In fact
effective communication is a pillar of underground work. Yet
comruni cati on between underground activists is their nost

vul nerabl e point.

The enemy, his police, informers and agents are intently watching
known and suspect activists. They are | ooking for the |inks and
contact points between such activists which will give them away.
It is often at the point when such activists attenpt to contact
or conmuni cate with one another that they are observed and their
woul d- be secrets are uncovered. The eneny watches, sees who
contacts whom the pounces, rounding up a whole network of
activists and their supporters. But there are nmany nethods and
techni ques or secret work, sinple but special forms of

comuni cation, available to revolutionaries to overcone this key
probl em

Thi s section discusses these, in order to inprove and perfect
secret forms of communication. These are used worl dw de,
including by state security organs, so we are giving nothing away
to the eneny. Rather we are attenpting to arm our people. These
met hods are designed to outwit the eneny and to assure continuity
of work. The qualities required are reliability, discipline,
punctuality, continuity and vigilance - which spells out

ef ficiency in comrunication

Bef ore proceedi ng, however, let us illustrate what we are tal king
about with an exanple: C - a menber of an underground unit - is
meant to neet A and B at a secret venue. Cis |late and the two
others have left. C rushes around town trying to find them at
their hones, work place, favourite haunts. C tries phoning them
and | eaves nessages. C is particularly anxi ous because he has
urgent information for them People start wondering why Cis in
such a panic and why he is so desperate to contact A and B who
are two individuals whom they had never before associated with
C. When C finally contacts A and B they are angry with him for
two reasons. Firstly, that he cane late for the appointnent.
Secondly, that he violated the rules of secrecy by openly trying
to contact them C offers an acceptable reason for his |ate-

com ng (he could prove that his car broke down) and argues that



he had urgent information for them He states that they had
failed to nmake alternative arrangenment for a situation such as
one of them m ssing a neeting. Hence, he argues, he had no
alternative but to search for them

The above exanple is famliar to nbst activists. It creates two
probl ems for the conduct of secret work. It creates the obvious
security danger as well as leading to a breakdown in the
continuity of work.

What net hods are open to such a unit, or between activists?

To answer this we will be studying two nmain areas of

comuni cation. There are personal and non-personal forms of
comuni cation. Personal are when two or nore persons neet under
speci al conditions of secrecy. There are various forms of
personal neetings, such as regular, reserve, energency, blind,
check and accidental. Then there are various non-personal forns
of communi cati on designed to reduce the frequency of persona
meeti ngs. Anpbngst these are such nethods as usi ng newspaper

col ums, public phone boxes, the postal system radios and the
met hod nmade fanous in spy novels and filns, the so-call ed dead-
| etter-box or DLB, where nessages are passed through secret

hi di ng pl aces. Coding, invisible ink and special terns are used
to conceal the true or hidden nmeaning in nessages or
conversati ons.

Fromthis we can imedi ately see a solution to Cs failed neeting
with A and B. All they needed to arrange was a reserve neeting
place in the event of one or nore of themfailing to turn up at
the initial venue. This is usually at a different tine and pl ace
to the earlier neeting. The other forns of neetings cover al
possibilities.

12. PERSONAL MEETI NGS

In the previous section we began to discuss the methods nmenbers
of an underground unit should use when conmunicating with one
anot her. The npst inportant requirement that nust be solved is
how to neet secretly and reliably.

Let us suppose that conrade A has the task of organi sing an
underground unit with B and C. In the interests of secrecy they
must, as far as possible, avoid visiting one another at home or
at wok. (Such links nmust be kept to a minimmor even totally
avoi ded so that other people do not have the inpression that they
are closely connected.)

First of all they need to have a regular or nain neeting - let's
say every two weeks. For this nmeeting A lays down three
conditions. These are: place, tine and | egend.

Pl ace of Meeting:

This must be easy to find, approach and |leave. It nust be a safe
pl ace to neet, allowing privacy and a feeling of security. It
could be a friend' s flat, office, picnic place, beauty spot,
beach, park, vehicle, quiet cafe, etc. The possibilities are



endless. It is essential that the nmeeting place be changed from
time to tine. Sonetines, instead of indicating the meeting place,
A mght instruct B and Cto neet himat different contact points
on the route to the neeting such as outside a cinemn, bus stop
etc. This can provide a greater degree of security. But it is
best to begin with the nost sinple arrangenents.

Ti me:
Date and time of the neeting nust be clearly menorised.
Punctuality is essential. If anyone fails to arrive at the

nmeeting place within the prearranged tine the neeting nust be
cancelled. As a rule the time for waiting nust never exceed ten
m nutes. Under no circunstances nust a conrade proceed to the
nmeeting if he or she finds thensel ves under surveill ance.

Legend:

This is an invented but convincing explanation (cover story) as
to why A, B and C are al ways together at the sane place at the
same time. The legend will depend on the type of people who are
meeti ng. Suppose A and B are black men and Cis an older, white
woman. Since it would | ook unusual and attract attention if they
met at a park or picnic place, A has decided on an office which
C has loaned froma reliable friend. They neet at 5.30pm when the
office is enpty. C has told her friend that she requires the
prem ses in order to interview some people for a job or sone
story to that effect. On the desk she will have interview notes
and ot her docunments to support her story and B and Cwll carry
job applications or references. |If anyone interrupts the neeting
or if they are questioned later, they will have a convincing
expl anation for their neeting.

Order of the Meeting:

At the start of the neeting A checks on the well-being and
security of each conrade, particularly whether everything was in
order on their route to the neeting. Did they check for possible
surveillance? Next Awill informthem of the | egend for the
nmeeting. Then, before business is discussed, A wll pass around
a piece of paper with the time and place of the next neeting
written on it. Nothing is spoken in case the neeting is " bugged'
This matter is settled in case they are interrupted and have to
| eave the neeting in a hurry. In such an event they al ready know
the conditions for the next meeting and continuity of contact is
assured.

Reserve Meeting:

In arranging the regular neeting of the unit, A takes into
account the possibility of one or nmore of themfailing to get to
that meeting. He therefore explains the conditions for a reserve
nmeeting. These also include place, tine and | egend. Wil st the
time for a reserve neeting muy be the sanme as a regul ar neeting
(but obviously on a different day), the place nmust always differ
Ainstructs themthat if a regular neeting fails to take pl ace
they must automatically nmeet two days later at such-and-such a
time and place. The conditions for a reserve neeting m ght be
kept constant, not changing as often as those of the regul ar
meeti ng, because the need for such a neeting nmay not often arise.
But A takes care to renmind the conrades of these conditions at



every regul ar neeting.

Havi ng arranged conditions for both regular and reserve neetings,
A feels confident that he has organised reliability and
continuity of such contact. It is necessary for all to observe
the rules of secrecy, and to be punctual, reliable, disciplined
and vigilant about such neetings.

But what if conrade A needs to see B and C suddenly and urgently
and cannot wait for the regular neeting?

13. EMERGENCY AND CHECK MEETI NGS

The | eader of an underground unit, conrade A, has arranged
regul ar and reserve neetings with B and C. This allows for
reliability and continuity of contact in the course of their
secret work. This has been progressing well. Conrade A decides
to organi se other forms of neetings with them because of the
conpl exity of work.

1. Energency Meeting:

The conrades have found that they sonetines need to neet urgently
between their regular nmeetings. An energency neeting is for the
rapi d establishnent of contact should the conrades need to see
each other between the set neetings.

There are sinilar conditions as for a regular neeting such as:
Time, Place and Legend. The additional elenment is a signal for
calling the neeting. This signal mght be used by either the unit
| eader A or the other cell nmenbers, when they need to convey
urgent information. A confirmation signal is also necessary which
i ndicates that the call signal has been seen or understood. This
nmust never be placed at the sane | ocation as the call signal

Si gnal s:

These are prearranged signs, phrases, words, marks or objects put
in specified places such as on objects in the streets, on

buil dings etc., or specified phrases in postcards, letters, on
the tel ephone etc.

Exanpl e of Energency Meeti ng:

Conrade A has directed that the venue for the unit's Emergency
nmeeting is a certain park bench beside a |lake. The tine is for
5.30pm on the sane day that the call signal is used. As with
Regul ar meetings he also indicates a Reserve venue for the

Emer gency neeting. Conrade A arranges different call signals for
B and C, which they can also use if they need to summon him

Call and Answer Signal for B

This signal could be a “chalk mark' placed by A on a certain

| anp- post. Conrade A knows that B wal ks passed the pole every
norning at a certain tinme on his way to work. B must al ways be
on the | ook-out for the chalk mark. This could sinply be the
letter “X in red chalk. By 2pm that day B nust have responded
with the confirmation signal. This could be a piece of col oured
string wound round a fence near a bus stop. It could equally be
a piece of blue chalk crushed into the pavenent by the steps of



a building or sonme graffiti scrawled on a poster (in other words
anything clear, visible and innocent-Iooking). The two conrades
can now expect to neet each other at the park bench | ater that
day.

Call and Answer Signal for C

C has a tel ephone at honme. Before she | eaves for work, conrade
A phones her froma public call-box. He pretends to dial a wong
nunber. ~Good norning, is that Express Dairy?' he asks. "Sorry,
wrong nunber', C replies and adds: “Not such a good norning, you
got ne out of the bath'. This is Cs innocent way of confirm ng
t hat she has understood the signal. Obviously such a signa
cannot be repeated.

2. Check Meeting

This is a "nmeeting' between the unit |eader and a subordinate
conrade to establish only through visual contact whether the
conrade is all right. Such a check-up becomes necessary when a
conrade has been in sone form of danger and where direct physica
contact is unsafe to attenpt, such as if the conrade has been
questioned by the police or been under surveillance.

There are a nunber of conditions for such a neeting: Date and
Time; Place or Route of novement; Actions; Legend; Signals -
i ndi cati ng danger or well -being.

Exanpl e of Check Meeti ng:

C has been questioned by the police. As a result contact with her
has been cut. After a few days conrade A wants to check how she
is and calls her through a signal to a Check neeting.

At 4pm on the day followi ng the call signal C goes shopping. She
wears a yellow scarf indicating that she was subject to nmld
guestioning and that everything has appeared normal since. She
follows a route which takes her past the Post O fice by 4.20pm
She does not know where A is but he has taken up a position which
conceal s his presence and gives hima good view of C. He is also
able to observe whether Cis being foll owed. On passing the Post
Office C stops to blow her nose. This is to reinforce her feeling
that everything is nownormal. It is for Ato decide whether to
restore contact with C or to | eave her on “ice' for a while

| onger, subjecting her to further checks.

14. BLI ND MEETI NG

The | eader of an underground unit, conrade A, receives
instructions fromthe | eadership to neet conrade D. Conrade D is
a new recruit, whomthe | eadership are assigning to A's unit. A
and D are strangers to one another. Conditions are therefore
drawn up for a Blind Meeting - that is a neeting between two
under ground workers who are unknown to one anot her

Recogni ti on signs and passwords

There are sinmilar conditions as for regular and other forms of
nmeeting, such as date, tinme, place, action of subordinate and

Il egend. In addition, there is the necessity for recognition signs
and passwords, which are to aid in identification.



The recognition signs enable the commander or senior, in this
case A, to identify the subordinate froma safe distance and at
cl ose quarters. Two recognition signs are therefore needed.

The passwords, including the reply, are specially prepared words
and phrases which are exchanged and give the go-ahead for the
contact to begin. These signs and phrases must | ook normal and
not attract attention to outsiders.

At this point the reader should prepare an exanple for a blind
meeting and conpare it with the exanple we have given. Qur
exanpl e has been purposely printed upside down to encourage the
reader to participate in this suggested exercise. Do renenber
that all the exanples given in our series are also read by the
eneny, so do not blindly copy them They are suggestions to
assist activists with their own ideas.

Exanpl e of Blind Meeting Place: Toyshop on Smith Street.
Date and Ti nme: Decenber 20th, 6pm

Action: Conrade D to wal k down street in easterly direction, to
stop at Toyshop and gaze at toy display for five mnutes.

Legend: D is sinply wal king about town carrying out w ndow
shoppi ng. When A nmakes contact they are to behave as though they
are strangers who have just struck up a friendship

Recognition signs: D carries an OK Bazaars shoppi ng bag. The
words ~OK' have been underlined with a black pen (for close-up
recognition).

Passwor ds:

A: Pardon me, but do you know whether this shop sells childrens
books? B: | don't know. There are only toys in the w ndow

A: | prefer to give books for presents.

Not e: The openi ng phrase will be used by A after he has observed
D's movenents and satisfied hinself that the recognition signs
are correct and that D has not been followed. A conpletes the
passwords with a closing phrase which satisfies Dthat Ais the
correct contact. The two can now wal k of f together or A m ght
suggest a further neeting somewhere el se.

Brush Meeting

This is a brief nmeeting where material is quickly and silently
passed from one conrade to another. Conditions for such a
nmeeting, such as place, tinme and action, are carefully planned
bef orehand. No conversation takes place. Money, reports or
instructions are swiftly transferred. Split-second timng is
necessary and contact nmust take place in a dead zone i.e. in
areas where passing the material cannot be seen

For exanple, as D wal ks down the steps of a department store A
passes D and drops a small package into D s shoppi ng bag.



" Accidental ' Meeting

This is, in fact, a deliberate contact nade by the commnder

whi ch comes as a surprise to the subordinate. In other words, it
takes place without the subordinate's foreknow edge.

An “accidental' neeting takes place where:

a) there has been a breakdown in comuni cation.

b) the subordinate is not fully trusted and the commander wants
to have an “unexpected' talk with himor her

The commander nust have good know edge of the subordinate's
movenments and plan his or her actions before, during and after
the neeting.

15. NON- PERSONAL COMMUNI CATI ON

Conrade A has been mainly relying on personal forms of

comuni cation to run the underground unit. Wth the police
stepping up their search for revolutionary activists he decides
to increase the use of non-personal comunication

These are forms of secret conmmuni cation carried out w thout
direct contact. These do not replace the essential neetings of
the unit, but reduce the nunber of tines the conrades need to
nmeet, thereby mnimsing the risks.

The Main Forns:

These are tel ephone, postal system press, signals, radio and
dead letter box (DLB). The first three are in everyday use and
can be used for secret work if correctly exploited. Signals can
be used as part of the other forns or as a systemon their own.
Radi o communi cation (coded) will be used by higher organs of the
Movenment and not by a unit like A's. The DLB is the npst
effective way of passing on material and information w thout
personal contact.

Conrade A introduces these nmethods cautiously because
m sunder st andi ngs are possi ble. People prefer face-to-face
contact so confidence and skill nust be devel oped.

Tel ephone, Post and Press:

These are reliable neans of secret communication if used
properly. Used carelessly in the past they have been the source
of countless arrests. The eneny intercepts tel ephone calls and
mai |l going to known activists and those they regard as
suspi ci ous. Phone calls can be traced and tel exes as well as
letters intercepted. International conmunication is especially
vul nerabl e. For exanple, a phone call from Botswana to Soweto is
likely to arouse the eneny's interest. What is required are safe
phones and addresses through which can be passed innocent-
soundi ng nessages for calling neetings, re-establishing contact,
war ni ng of danger, etc.

Tel ephone:

This allows for the urgent transm ssion of a signal or nmessage.
The tel ephone nust be used with a reliable and convinci ng codi ng
system and | egend. Under no circunstances nmust the phone be used



for invol ved discussion on sensitive topics.

Conr ade A has already used the phone to call C to an energency
meeting (See No 14 of this series). The arrangenent was that he
pretended to dial a wong nunber. This was the signal to neet at
a pre-arranged place and tine.

Up to now he has been neeting with her to collect propaganda
material. He now wi shes to signal her when to pick it up herself,
but prefers to avoid phoning her at home or work. If she takes
lunch regularly at a certain cafe or is at a sports club at a
certain time or near a public phone, he knows how to reach her
when he wi shes.

A sinple call such as the following is required: “Is that Mss
So- and- So? This is Ndlovu here. | believe you want to buy ny Ford
Escort? If so, you can view it tonmorrow.' This could mean that

C nmust collect the propaganda nmaterial at a certain place in two
days tinme. The reference to a car is a code for picking up
propaganda material; Ndlovu is the code name for the pick-up

pl ace; tonmorrow neans two days time (two days time would nmean

t hree days).

Post :

This can be used to transmt simlar nessages as above. A

tel egramor greeting card with the nessage that “Uncle Mrris is
havi ng an operation' could be a warning fromA to Cto cut
contact and lie low until further notice because of possible
danger. The use of a particular kind of picture postcard could
be a signal for a neeting at a pre-arranged place ten days after
the date on the card. Signals can be contained in the formthe
sender wites the address, the date or the greeting. ~M dear
friend" together with the fictitious address of the sender - “No
168 Fox Street' - means to be ready for a leaflet distribution
and neet at 16 hours on the 8th of the nmonth at a venue code-
named " Fox'.

Many such forns of signals can be used in letters. Even the way
the postage stanp is placed can be of significance.

Press:

This is the use of the classified ads section: “Candy | miss you.
Pl ease renenber our Anniversary of the 22nd, |love Alan'. This
could be A's arrangenent for re-establishing contact with Cif
she has gone into hiding. The venue and tinme will have been pre-
arranged, but the advert will signal the day. Such ads give many
possibilities not only in the press but on notice boards in
col | eges, hostels, shopping centres, and so on.

16. SI GNALS

Conr ade A has been introduci ng various fornms of Non-Persona
Comuni cations (NPC) to his underground unit. At tines he has
carefully used the tel ephone, post and press to pass on innocent-
soundi ng messages, (see No.16 of this series). Key phrases,
spoken and witten, have acted as signals for calling neetings,
war ni ng of danger etc. He has al so used graphic signals, such as



a chalk mark on a | anp post, or an object like a col oured piece
of string tied to a fence, as call and answer signs (see No. 14).

Signals can be used for a variety of reasons and are essentia
in secret work. They greatly inprove the |level of security of the
underground and help to avoid detection by the enemy forces.

Everyday Signals

The everyday use of signals shows how useful they are in
conveyi ng messages, and what an endl ess variety exists. Road
traffic is inpossible without traffic lights (where col our
carries the nmessage) and road signs (where synbols or graphics
are used). Consider how hand signals are used in different ways
not only to direct traffic but for countless purposes from sport
to soldiers on patrol. Everybody uses the thunbs-up signal to
show that all is well. Consider how police and robbers use
signals and you will realise how inportant they are for
underground work. In fact in introducing this topic to his unit
Conrade A asks themto give exanples of everyday signals. The
reader should test his or her imagination in this respect.

For our purpose signals are divided into TYPE and USAGE

* Type:

Sound - voice, mnusic, whistle, aninml sound, knocking etc.

Colour - all the hues of the rai nbow

Graphic - drawing, figures, letters, nunbers, marks, graffiti
synbols etc. Actions - behavi our/ novenent of a person or vehicle.
Cbj ects - the placing or movenent of anything from sticks and
stones to flower pots and flags.

* Use:

To call all fornms of neetings; to instruct people to report to

a certain venue or individual; to instruct people to prepare for
a certain task or action; to informof danger or well-being; to

i ndicate that a task has been carried out; to indicate a presence
or absence of surveillance; to indicate recognition between
peopl e.

What ever signals are invented to cover the needs of the unit they
nmust be sinple, easy to understand and not attract attention

Here are sone exanples of how signals can be used: One exanple
is included which is bad fromthe security point of view See if
you can spot it. Consider each exanple in terms of type and
usage:

* Conrade A draws a red arrow on a wall to call B to an
emer gency neeting.

* D whistles a warning to C, who is slipping a |leaflet under
a door, indicating that soneone is approaching.

* B stops at a postbox and blows his nose, indicating to A,
observing froma safe distance, that he is being foll owed.

* D hangs only blue washing on his clothes line to indicate
that the police have visited himand that he believes he is
i n danger.

* B enters a hotel wearing a suit with a pink carnation and



orders a bottle of chanpagne. These are signals to C that
she should join himfor a secret discussion

* C, having to deliver weapons to "Esther', whom she has not
met before, nmust park her car at a rest-spot venue on the
hi ghway. C places a tissue-box on the dash-board and drinks
a can of cola. These are the recognition signals for Eto
approach her and ask the way to the nearest petrol station.
Thi s phrase and a M ckey-Muse key-ring held by E are the
signs which show C that E is her blind contact. (Note: both

will use fal se nunber plates on their cars to remin
anonynmous from each other).
* C places a strip of coloured sticky tape inside a public

t el ephone box to inform A that she has successfully
del i vered weapons to E

The bad exanple? D s pink carnation and chanpagne draws unwanted
attention.

17. DEAD LETTER BOX

Conrade A's underground unit has been mastering fornms of Non-
Personal Communication to nake their work secret and efficient.
Conrade A feels they now have sufficient experience to use the
DLB, sonetines called a “dead drop', to pass literature, reports
and funds between one anot her.

The DLB

It is a hiding place such as a hollow in a tree or the place
under the floorboards. It is used |ike a “~post box' to pass
mat eri al between two peopl e.

To give a definition: A DLB is a natural or man-made hiding place
for the storage and transfer of materi al

It can be a |l arge space for hiding weapons or small for messages.
It can be located inside buildings or out of doors; in town or
countryside. It can be in natural spaces such as the tree or

fl oorboards, or nmanufactured by the operative, such as a holl owed
out fence pole or a hole in the ground. It is always canoufl aged.

Sel ecting the DLB
It is very inportant to carefully select the place where the DLB
is to be located. Follow the rules:

* It nust be easy to describe and find. Avoid conplicated or
confusing descriptions which make it difficult for your
partner to find it.

* It nust be safe and secure. It rmust be well conceal ed from
casual onl ookers. Beware of places where children play,
gardeners work or tranmps hang-out. It must not be near eneny
bases or places where guards are on duty. It nust not be
over | ooked by buil di ngs and w ndows.

* It nust allow for safe deposit and renoval of material. The
operatives nust feel secure about their actions in



depositing and removing material. They nust be able to check
whet her they are being watched. The place nust be in keeping
with their public imge and | egend.

* It nmust allow for weather conditions and time of day. DLBs
can be exposed or damaged by rain or flooding. Sone
| ocati ons nmay be suspicious to approach by day and dangerous
by ni ght.

Preparation

Thi s involves constructing and canoufl agi ng the DLB; naking a
di agram working out a signal systemand security arrangenents.
If you are burying the material put it inatin, bottle or
weat her - proof cont ai ner

* Once you have selected the place for your DLB you will have
to prepare it. This will usually take place under cover of
ni ght whether you are digging a hole or hollow ng out a
cavity in a tree and canouflaging it.

* You will have to make an accurate description, preferably
i ncluding a sinple diagram

* You will have to work out a signal system for yourself and
partner indicating deposit and renoval of materi al

* Finally, work out a check route to and fromthe DLB and a
| egend for being there.

Exanpl e of DLB

Conrade A has spotted a |oose brick in a wall. The wall is

| ocated along a little used path and shielded by trees. At night
he hol | ows-out a space behind the brick, |large enough to take a
smal | package. The loose brick is the tenth along the wall
second row down. The brick fits securely into the wall but can
be quickly renoved with the use of a nail. The operation takes
ten seconds and the footsteps of any stranger approaching can be
easily heard.

A's Description of the DLB

Ref erence No. DLB 3. "Loose Brick in wall'

Location: Path |l eading fromFourth Street to Golf Course
Direction: In Fourth Street, just past the 61 Bus Stop, is the
path, with red brick wall on the right, wooden fence on the |eft.
Three paces down the path, on the right, just before a tree, is
the DLB, in the brick wall

The DLB:

It is a loose brick, with white paint smudge. As you wal k down

the path from Fourth Street, it is the tenth brick along the
wal |, second row fromtop. In the space between this brick and



the ninth brick is a hole. Place a nail into this hole to help
prise out the brick. The space behind the brick holds a package
wrapped in plastic with dinmensions: 12x6x3 cm After renoving the
package replace brick using blue tack (or other sealing
substance) to hold it in place.

Si gnal s:

1. After A deposits material he ties a piece of red string to a
fence signalling that the DLB is “loaded' . 2. After B renoves
material fromthe DLB he draws a chal k mark signal on a pole.

Note: Signals nmust not be in the DLB's vicinity.
Di agr am
Carrying Qut the Operation

The use of the DLB is an operation which nmust be carefully
pl anned as foll ows:

Conr ade A:

1. Prepares material (packagi ng and canoufl agi ng)
2. Checks route for surveillance

3. Observes situation at DLB

4, Pl aces material (if no surveillance)

5. Return route to check for surveillance
6. Pl aces signal indicating deposit

7. Ret urns home

Conr ade B

1. Sees signal of deposit

2. Checks route

3. Observes situation at DLB

4, Renmoves material (if no surveillance)
5. Return route to check for surveillance)
6. Pl aces signal of renova

7. Ret urns horme.

Conr ade A:

1. Checks signal of renpval
2. Renoves signal s

3. Reports success

Note: It is inportant that both A and B check that they are not
bei ng foll owed when they go to the DLB and after leaving it.

18. STATI ONARY, PORTABLE AND MOBI LE DLBs

We have been discussing the use of the dead letter box (DLB)
t hrough whi ch under ground nmenbers secretly pass material to each
other. There are various types of DLBs:

1. Stationary DLBs are fixed places such as a canoufl aged hol e
in the ground, hollow tree trunk or fence pole, |oose brick
in awall (as described in |ast issue).

2. Portabl e DLBs are containers which can be carried and | eft
in innocent places to be picked up, e.g. discarded cigarette



pack, holl owed-out stick or fake piece of rock

3. Mobil e DLBs are in different types of transport (car, bus,
train, boat or plane) and are used to comuni cate between
operatives who live far apart.

4, Magnetic DLBs: A sinple magnet attached to a container
i ncreases opportunities for finding places to | eave your
DLB. Wth the aid of nagnets you are able to clanp your DLB
to any metal object such as behind a drain pipe, under the
rail of a bridge, under a vehicle, etc.

Conrade A" will use a variety of DLBs with "B'. Never use a
stationary DLB too often because this increases the risk of being
spotted. The advantage of a portable DLB is that the place where
it is left can be constantly changed. Because of the danger of

a stranger picking it up by chance the tine between making the
drop and the pick-up by your partner nmust not be |ong.

5. Portable DLB - “~Woden Stick':

Buy a piece of plastic tubing or pipe. Cut off a 30cm | ength.

G ue pieces of bark around it to make it look like a twig. Wth
alittle patience you will be surprised at how realistic you can
make it. You have a portable DLB into which you can insert
material. Wrk out a suitable location where it can be safely
dropped for a pick-up. You can carry it up your sleeve and drop
it inlong grass or into a bush near an easy-to-locate reference
point. It nust be conceal ed from passers-by and nosey dogs!

Alternatively you can try hollow ng out an actual piece of
branch, or splitting it down the side and gluing it. But you will
probably find the plastic pipe easier to handle and | onger-

| asting.

6. Portabl e DLB - "“Holl ow Rock': Experinent with plaster of
paris (which you can buy froma chemst) and nould it into
t he shape of a rock. Allow enough of a hollow to hide
material. Wth paint and nmud you can neke it look like a
realistic rock. Carry it to the drop-off point in a shopping
bag.

(Note: the above can serve as a portable DLB as well as a usefu
hi di ng place for the storage of sensitive material around the
hone) .

7. Mobi |l e DLB: Conrade A uses the Johannesburg to Durban
train to send material to conrades down at the coast. There
are nunerous hiding places on trains, as with other forns
of transport, and if you use nmagnets the possibilities are
i ncreased. Renobving a panel in a conpartnent provides a
useful hiding place. Conrade A" does this |long before the
train's departure, before other passengers arrive. He has
a telephonic signal systemw th the Durban conrades to
i ndi cate when the material is on its way and how to | ocate
it. They might get on the train before it reaches Durban
What ever the case, the operational system nust be carefully



studi ed at both ends.
19. FAILURE AND HOW TO DEAL WTH I T

Qur series would not be conplete if we did not deal with failure
in the underground and how to react to setbacks.

1. WHAT DO WE MEAN BY "FAI LURE"?

When nmenbers of the underground are exposed, arrested or killed,
when the underground structure is broken-up or destroyed by the
enenny - failure has occurred. Failure can be where PARTIAL only
some nmenbers are affected or COWLETE, where the entire network
or machinery is smashed. OPEN failures are those that the eneny
chooses to publicise. CONCEALED failures occur when the eneny
succeeds in infiltrating the underground with its agents but
keeps this secret. In this case they nmake no i medi ate arrests
choosing instead to patiently obtain information over a |ong
peri od.

2. REASONS FOR FAI LURE

There are numerous causes of arrests and set backs.

a) Violating the rules of secrecy:

This is one of the main causes of failure. To carry out secret
wor k successfully everyone nust strictly follow the

organi sati onal & personal rules of behaviour that have been
outlined in this series.

Common violation of the rules are:

* failure to limt the number of |inks between persons
(know edge of others nust be Iinited)

* not keeping to the principle of vertical |ines of
communi cation (eg. a cell |eader nmust not have horizonta
contact with other cell |eaders but only with a contact from

t he hi gher organ)

* failure to conpartnentalise or isolate different organs from
one anot her (eg. conrades responsible for producing
propaganda mnmust not take part in its distribution)

* poor discipline (eg: |oose talk; carelessness with
docunents; conspi cuous or unnatural behaviour etc.)

* poor recruitnment practises (eg: failure to check on person's
background; failure to test reliability; selecting one's
friends without considering genuine qualities etc.)

* failure to use codes and conceal real identities

* weak cover stories

* | egends



* poor preparation of operations & meetings

* violating the rule of "knowing only as nuch as you need to
know'
* not using the standard nethods of personal and inpersona

comuni cati ons

* i nadequat e preparati on of conrades for arrest and
interrogation so that they reveal damaging information.

b) Weak know edge of the operational situation:

Thi s means not paying sufficient attention to the conditions in
the area where you carry out your tasks. Conrades are often
caught because they failed to study the methods used by the
eneny, the time of police patrols, guard system use of informers
etc. Mstakes are made if you fail to take into account the
behavi our of |ocal people, cultural mannerisms and habits, fornms
of dress etc. Know edge of political, econon c, geographic and
transport conditions are part of the operational picture.

c) Weakly trained and poorly sel ected operatives:

The underground can only be as strong as its nenbers. Poorly
trained | eaders result in weak |eadership, weak communi cation
i nks and poor training of subordinates. This |eads to w ong
deci si ons and incorrect behavi our throughout the structure and
a whol e series of m stakes. Care and caution are the key to the
sel ection of capable | eaders and recruitment of operatives.

d) Weak professional, political and personal qualities:

Serious shortconmings in the qualities required for underground
work can lead to failure. For exanple a conrade who is sound
politically and has good operational skills but who drinks
heavily or ganbles can put a machinery at risk. Simlarly a
person with good professional and personal qualities but who is
politically confused can be the cause of failure. And a person
with good political understanding and fine personal qualities but
who has weak operational capability is best used for |egal work.

e) Chance or accident:

An unl ucky incident can lead to arrest but is the least likely
cause of failure.

3. PREVENTI NG FAI LURE

Foll owi ng the principles and rules of secrecy greatly reduces the
possibility of failure - "Prevention is better than cure". But
when failure occurs we nust already be armed with the plans and
procedures for dealing with the situation

20. DETECTI NG AND LOCALI SI NG FAI LURE



When the principles and rules of secrecy are poorly applied
failure and arrests follow. The main dangers cone from
infiltration by eneny agents or the arrest of conrades on
operations. DETECTING failure neans to be aware of the danger in
good tinme. LOCALISING failure neans to act in order to quickly
contain the crisis and prevent the damage spreadi ng. The
following are the nain points to consider

1. REVI EW THE MACHI NERY:

It is only possible to detect and |ocalise failure if the

under ground has been built on a solid basis according to the
correct organisational principles. A study and review of the
structure, lines of communication and the personnel is an
essential part of secret work. But it beconmes inpossible to
obtain a clear picture if the underground has been | oosely and
incorrectly put together and is conposed of sone unsuitable
persons. In such a situation it becones very difficult to correct
m stakes and prevent infiltration. A network which is tightly
organi sed, operates according to the rules of secrecy and is

cl eared of unsuitable operatives is easier to review and manage.

2. CHECK SUSPECTS:

This is part of the work of reviewi ng the machinery. It nust be
carried out discretely so as not to alert the eneny or underm ne
t he confidence of operatives.

a) Review the suspects behavi our, novenent and performance;

b) check with co-workers, friends, famly

c) carry out surveillance by the security organ after exhausting
the other checks to determ ne whether there are links with the
pol i ce.

SOVE TACTI CS OF ENEMY AGENTS:

* they try to win your confidence by snooth talk and
conpl i nents;

* they try to arouse your interest by big talk and prom ses;
* try to get information and nanes from you which is no

busi ness of theirs;
* try to get you to rearrange |ines of comunication and

contact points to help police surveillance;

* may show signs of nervousness, behave oddly, show excessive
curiosity;
* may pressurise you to speed up their recruitnment or someone

t hey have reconmended;
* ignore instructions, fail to observe rules of secrecy;

Not e:



good conrades can be guilty of |apses in behaviour fromtinme to
time, and agents can be very clever. So do not jump to
concl usi ons but study the suspect's behaviour with care and
pati ence. Sooner or later they will nmake a m stake.

4. LOCALI SI NG FAI LURE

This involves two things: acting against infiltration when it is
detected and acting agai nst exposure of the machi nery and
preventing further arrests, capture of docunents, material etc.

a) Acting against infiltration:

The severity of action will depend on the stage reached and the
danger posed. The enemy agent nay be:

* cut-of f without explanation

* politely cut-off with a good, believable pretext (eg. told
t he underground unit is being dissolved);

* "frozen" - told they are not being involved because they are
being held in reserve;

* arrested and taken out of the country as a prisoner

* elimnated - where they pose serious danger to the surviva
of conrades and there is no other way.

b) Avoiding arrest:

* The nonent it is known that a conrade has been arrested
t hose whose identities he or she could reveal nust
i medi ately go into hiding. Mdst arrests take place because
this rule is ignored. Even if it is believed that the
arrested conrade is unlikely to break this precaution nust
be observed

* Everyone nust have an "ESCAPE PLAN'. This includes an early
war ni ng system assistance; safe hiding place; funds;
transport; disguise; new docunents of identity;

* Endangered conrades may "lie |l ow' until the threat passes
or work in another part of the country or |eave the country;

* Al'l links rmust be cut with a conrade who has cone under
enemny suspicion or surveillance. In this case the conrade
may be "put on ice" until the danger has passed.

* Al l docunents, incrimnating nmaterial etc. must be destroyed
or renoved from storage places known to the arrested conrade
i ncluding fromhis or her house and place of work;

* Al'l conrades nust be instructed on how to behave if
arrested. They nust refuse to give away their fellow
conrades and strive to resist even under torture. The | onger
they resist the nore time they give their conrades to



di sappear and get rid of evidence.

Everythi ng nust be done to help the arrested conrade by
providing | egal representation, publicity, food and reading
material if possible, solidarity with the fam |y, organising
pr ot est.



